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D 000 | [nitial Comments D 000 #) The deficiency occurred when a medical

recoids staff person failed to follow the
normal process for ensuring correct patient

The following reflects the findings of the California ;‘3;23t¥rE:tollmtgcfsl:ifﬁ\g:iﬁ[pla?:;’; dg]zm
Department of Public Health following an e

; Con patient’s email address listed on their medical
InV?Stlgatron c.)f as elf-repqrted breach of a records release form against the email address
patient's medical information.

on the computer, prior to sending medical
. records via email,

Complaint number: CAC0407428 :
Performance issues related to quality of work

The investigation was limited to the specific event had also been identified with the staff person

reported and does not represent the findings of a involved in the error. She had difficuity
full inspection of the facility. operating systematicatly and in a timely

: fashion. The staff persen was acting with a
Representing the California Department of Public sense of urgency 1o meet the patient’s request
Health: Health Facilities Evaluator Nurse and inappropriately ignored al! procedures that
State ID: 15832. were outlined,

Prior to this error, the staff person had
received re-training and a detailed process for
responding to medical records requests which
had been developed for her to ensure
timeliness and accuracy. She received this

A 001 | Informed Medical Breach A 001

Health and Safety Code Section 1280.15 (b)(2),
" A clinic, health facility, agency, or hospice shall

also report any unlawful or unauthorized access policy on 7-2-14 and was being actively

to, or use or disclosure of, a patient's medical monitored on a bi-weekly basis by her

information to the affected patient or the patient's supervisor,

representative at the last known address, no

later than five business days after the unfawful or As of 8-8-14, the staff person is no longer

unauthotized access, use, or disclosure has employed by the agency.

been detected by the clinic, health facility,

agency, or hospice." b) New written procedures have been created
and provided to the current medical records

The CDPH verified that the facility informed the staff. In addition, we are developing a new

affected patient(s) or the patient's onbearding process for all new medical

representative(s) of the unlawful or unauthorized records staff. The new onboarding process

access, use or disclosure of the patient's medical will focus on a standardized step by step

information. procedure for fulfilling medical records

requests, including responding to requests by
email.

D 177 | T22 DIV5 CH7 ART6B-75055(b) Unit Patient D 177 ¢) This procedure will be used as the
Health Records guideline for training and evaluating medical
‘ records staff on a regular basis. In addition,
{b} Information contained in the health records this procedure will be used at the four month
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D 177 | Continued From Page 1 D177 performance evaluation to ensure that this
person is meeting the requirements of the job.
shall be c_:onfidential an.d shall be disclqsed only The St. Director of Quality is responsible for
to authorized persons in accordance with federal, conducting performance evaluations for
state and local laws, medical records staff which includes ensuring
policies and procedures are followed regarding
the appropriate release of patient records by
email. The performance review process is part
This RULE: is not met as evidenced by: of our quality assurance program,
Based on interview and record review, the facility d) The Sr. Director of Ouality is al
failed to protect the medical record information for ) The St. Director of Quality is also
one responsible for continuously monitoring
, . , compliance to all HIPAA privacy policies and
sampled patient (Patlent A) as required per Health procedures in the Medical Records
and Safety Code Regulation 1280.15. As a result, Department.
the patient's private health information (PHI) was
compromised. €) The Sr, Director of Quality oversees the
Medical Records Department and is
Findings: responsible for implementing the plan of
correction,
The facility was made aware of a breach on . I .
7/23/14. The facility notified the Department of the The Sr. Dir TClm of 9;‘“1.’“’ ;{“mefh‘l"ely
incident on 7/28/14 reviewed what contributing actors ed to the
NGl . error and determined that a medical records
. . staff person had not followed the policy and
The fE"-GE“ty reported that th? breach included the procedlure for responding to a patient's request
following PHI related to Patient A: Name, to receive records by email,
laboratory results, medical history, diagnosis,
medications, and provider name.. A written procedure was created and all
medical records staff have been trained on
The Administrative staff confirmed the incident this.
during a telephone interview on 8/13/14. The . , .
Admi%istrativ% staff stated a medical records The Sr. Director of Quality also met with the
employee failed 1o ensure an email address was staff person involved to discuss the error and
. - rrective actions.
correct prior to emailing PHI. As a result, PHI that 0
belonged to Patient A, was emailed to Patient B. In addition, the HIPAA Privacy Officer
conducts training for all new siaff (including
medical records staff) as part of the agency’s
crientation and training program. An annual
HIPAA Compliance Training is also required
of all staff. HIPAA compliance audits are also
conducted on an annual basis by the HIPAA
Privacy Officer
All corrective actions were completed by
8-§-14.
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